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Risk Disclosure: 

Trading CFDs and other leveraged financial instruments involves significant risk and is not suitable for all investors. Before 
engaging in any trading activity, you should carefully consider your financial objectives, level of experience, and risk tolerance. 
Please reviewing all relevant legal documents, including our Risk Disclosure Statement, to ensure you fully understand the risk.
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VS Group Limited. ("the Company") is authorized and regulated by the Financial Services 
Commission under license number GB21026599. The Company operates under the 
Financial Services Act 2007, the Securities Act 2005, the Securities (Amendment) Act 2021, 
as amended from time to time.

As part of our daily business operations, we need to collect personal information from our 
clients and prospective clients in order to provide them with our products and services and 
ensure that we can meet their needs when providing these products and services, as well as 
when providing them with the respective information.

We understand the importance of maintaining the confidentiality and privacy of Your 
Information. By entrusting us with your information, we would like to assure you of our 
commitment to keep such information private. We have taken measurable steps to protect 
the confidentiality, security and integrity of Your Information.

By accessing our Company’s website including using any of the communication channels to 
contact us, we consider that you have read, understood and accepted the terms of this 
Privacy Policy and how we process any information you disclose to us.

Moreover, you agree that this Policy, including any amendments will govern how we collect, 
store, use, share and in any other form process your personal data and your rights during 
our relationship and after its termination. The information contain herein supersedes any 
information in relation to the processing of personal data that is included in any of the 
existing Agreements/Client Agreement and associated forms on matters that are covered 
by this Privacy Policy. The Company may revise or update this policy from time to time. The 
new version of this Policy will be available on the Company’s website

1 Introduction

VS Group Limited. respects the privacy of any user that accesses its website(s). We are 
therefore committed in taking all reasonable steps in safeguarding the personal data of 
any existing or prospective clients, applicants and visitors. The Company is committed to 
safeguard the confidentiality of your personal information or data it collects, uses and/or 
holds in accordance with the applicable data protection laws and regulations and 
particularly, the Mauritius Data Protection Act, 2017 (hereinafter ‘Data Protection Laws’).

2 Commitment

The Company shall comply with its legal obligations under the Mauritius Data Protection 
Act, 2017 as well as abide with the relevant record keeping obligations



The information that we may collect from you includes the following:

3 Information we Collect
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� Personal information you provide to us on applications and other forms, include but are 
not limited to your first and last name, email, country and city of residence, phone 
number, social media profile details, IP address, nationality, tax identification number, 
date of birth, residential address, bank details, financial situation, employment status, 
trading activity, transaction history, account balance information (“Personal data”)�

� We are also required by law to collect certain Know Your Client (“KYC”) documentation 
in order to verify your identity. KYC documents may include but are not limited to 
documents that you provide to us to verify your identity, such as your passport/identity 
card, utility bills and/or bank statement or your company incorporation details�

� We may also collect indirect information from you, which we use purely for verification, 
security or purely for browsing/ functionality purposes. Such information may include 
your (IP) address, browser type, operating system, Internet service provider (ISP), 
cookies.



The Company is obligated by the regulations to keep your Personal Data on record for a 
period of five years which is calculated after the execution of the transactions or the 
termination of the business relationship or even longer if it is requested by the government.

The Company will process, use, store and handle your Personal Data in accordance with 
the Mauritius Data Protection Act, 2017 as amended or replaced from time to time. We 
collect, use, disclose, store and process your personal data for the performance of our 
services as required by law. We use your personal data to provide you with the services

you request through our Website and Platform so as to perform our contractual 
obligations related to those services.

We also collect your personal data for internal purposes including the improvement of 
customer experience, promotional and marketing services (e.g. emails, social media, SMS),

customer care, training purposes and administration matters. Such data is safely stored via

physical or electronic means and procedural controls, and it is treated CONFIDENTIAL.

We only collect personal data that is adequate and relevant for the purposes of our 
business

and

for a reasonable period of time as required by law. We never ask for more information that 
is required by law.

Hard copies and/or in electronic format copies shall be retained as evidence. Also, the 
measures that are taken by the Company in regards to your identity verification, source of 
income and wealth, monitoring of your transactions, telephone/text/e-mail 
communication, and transaction history must be kept so as the Company is able to 
demonstrate to the regulator that it has acted in accordance with the legislation.

4 Purpose for which we will collect your personal data
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We will process your Personal Data to enable us�

� to verify your identity in order to comply with the current AML legislations, and with the 
obligations we have towards FSC to perform the obligatory KYC verifications and 
compliance procedures�

� to establish your trading account, issue you an account number and a secure password, 
maintain your account activity and contact you with account information, among other 
reasons. This information also helps us improve our services to you, customize your 
browsing experience and inform you about additional products, services or promotions 
that may be of interest to you�

� to provide our services to you and enable you to use them�
� to manage and administer the website and platform�
� to send you newsletters and other relevant and targeted promotional communications�
� to notify you of changes we have made or plan to make to the Website and / or 

platform�
� to send you emails as necessary�
� to request feedback from you on any transaction effected by you through our platform�
� to deal with enquiries, complaints and feedback from you and our service providers�
� to provide third parties with statistical anonymized information about our users�
� to analyze and improve the services offered on the Website



The Company will ask for the Client’s consent in regards to the provision of marketing 
information in relation to the products and services offered. The Client consent is provided 
by signing the Client agreement between the contractual parties. The Client may withdraw 
such consent at any given time by sending an email to  . The Company 
shall not disclose to a third party any of its clients’ confidential information unless required 
to do so by a regulatory authority of a competent jurisdiction; such disclosure shall occur 
on a ‘need-to-know’ basis, unless otherwise instructed by a regulatory authority. Under 
such circumstances, the Company shall expressly inform the third party regarding the 
confidential nature of the information.

support@vstar.com

You have the right to information which includes among others, where personal data is 
stored, how the data was collected, and for what purpose. You also have the right to 
access your personal data. If you wish to receive a copy of the personal data we hold 
about you, we will give you such copy upon receiving a written request by you, unless any 
relevant legal requirement prevents us from doing so. Please note that we may need to 
request specific information from you or contact you to ask for further information to help 
us confirm your identity. This is a security measure to ensure that personal data is not 
disclosed to any person who has no right to receive it.

5 Your legal right

3
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You have the right to request access to your personal Data and if so, to be provided with a 
copy of that Data.

A Information and Access

You have the right to request correction of Personal Data in order to correct or complete 
the provided Personal Data.

B Rectification

You can request to delete/remove your Personal Data (“right to be forgotten”) under 
certain circumstances, and for instance if you withdraw your consent. However, we may 
not always be able to comply with your request of erasure due to specific legal reasons and 
we will notify you, if applicable, at the rime of your request.

C Right to Deletion

You can request from the Company to restrict the processing of your Personal Data if it is 
not accurate, if it has been used unlawfully or if it is not relevant anymore but you wish not 
to be deleted for any reason and waiting for the Company’s confirmation to stop using 
your Personal Data.

D Processing Restriction

You can request to obtain your Personal Data in a readable format. Please complete the 
personal data request by email using the registered email address you disclosed to us, to 
the following email address: support@vstar.com

E Right to portability

You can request from the Company to stop processing his/her Personal Data, and the 
Company will do so if a) the Company cannot demonstrate compelling legitimate grounds 
for the processing or b) the Company is processing Client’s Personal Data for marketing 
purposes.

F Right to Stop Processing
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You can withdraw your consent at any time in situations where we are relying on your 
consent to process your Personal Data, and in those instances if you withdraw your 
consent, we may not be able to provide you with our services. We will advise you if this is 
the case at the time you withdraw your consent.

G Right to Withdraw Consent

If you have grounds to believe that the Company does not appropriately use your Personal 
Data, you can submit a complaint to us. The Client can exercise any of the above rights by 
contacting the Company through email at 
We try to respond to all requests within 1 (one) month. Occasionally, it may take us longer 
than 1 (one) month if your request is particularly complex or you have made a number of 
requests. In this case, we will notify you within 1 (one) month of the receipt of your request 
and keep you updated.

If you are not satisfied with our response or believe we are not processing your Personal 
Data in accordance with the law, you can submit your complain to the Data Protection 
regulator in your jurisdiction. The Office of the Commissioner for Personal Data Protection 
in Mauritius details are below:

Website: 
Telephone number: 
Email: 

support@vstar.com


https://dataprotection.govmu.org/SitePages/Index.aspx

+230 4600251


dpo@govmu.org or dpo2@govmu.org

H Right to complain

The Company respects the privacy of any users who access its website(s), and it is 
therefore committed to taking all reasonable steps to safeguard any existing or 
prospective clients, applicants and website visitors rights.

The Company keeps any Personal Data of its clients and potential clients in accordance 
with the applicable data protection laws and regulations.

We may be required to retain and use personal data to meet our legal requirements, for 
data security purposes and as we believe to be necessary or appropriate in order to: (a) 
comply with our obligations under applicable law and regulations, (b) respond to requests 
from courts, law enforcement agencies, regulatory agencies, and other public and 
governmental authorities, (c) monitor compliance and enforce our Platform terms and 
conditions; (d) carry out anti-money laundering procedures, sanctions or KYC checks as 
required by applicable laws and regulations; and (e) protect our rights, privacy, safety, 
property, or those of other persons.

6 Management of personal information
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Except to the extent required by any applicable law or governmental or judicial body, we 
will only disclose such of your personal data to our third-party companies as is required for 
us or them to perform our or their services to you.

Except as described above, we will not intentionally disclose the Personal Data that we 
collect or store on the Service to third parties without your prior explicit consent.

We will use all reasonable endeavors to ensure that any companies to whom we disclose 
your confidential information is compliant with the Data Protection Act (or an equivalent 
standard) as regards its use and storage of your Personal Data.

In the event that we sell or buy any business or assets, we may disclose your personal data 
and transaction data to the prospective seller or buyer of such business or assets. If 
substantially all of the assets of the Company are acquired by a third party, personal data 
and transaction data held by it about its customers will be one of the transferred assets.

We will disclose your Personal Data if we are under a duty to disclose or share your 
personal data and transaction data in order to comply with any legal obligation, or in order 
to enforce or apply our Terms and Conditions and other agreements; or to protect the 
rights, property, or safety of the Company, our customers, or others. This includes 
exchanging information with other companies and organizations for the purposes of fraud 
protection and credit risk reduction.

If at any time you wish us to stop processing your Personal Data for the above purposes, 
then you must contact us and we will take the appropriate steps to stop doing so, to the 
extent we are permitted by law. Please note that this may mean that your Account will be 
closed. You may contact us at support@vstar.com As part of using your personal 
information for the purpose set put above, we may disclose your information to�

� Service providers and specialist advisers who have been contracted to provide us with 
IT, financial, regulatory, compliance, accounting and/or other services�

� Partners or Tied Agents with whom the Company has closed relationships and who are 
exclusively working for the Company�

� Regulatory Authorities and Relevant authorities to investigate or prevent fraud, money 
laundering or other illegal activity�

� Anyone authorized by you�
� Trade Repository or similar�
� The Company’s employees so as to exercise their duties to further the Agreement 

between us, or to assure the efficient functioning of our Platform, the Automatic Orders 
and the Trading Data functions.



The Company requires from organizations outside the Company who handle or obtain 
personal information to acknowledge the confidentiality of this information, undertake to 
respect any individual’s right to privacy and comply with all the relevant data protection 
laws and this privacy policy.

7 Disclosure of your Personal Data



Safeguarding the privacy of your information and data protection is of utmost importance 
to us whether you interact with us personally, by phone, by mail, over the internet or over 
any other electronic medium is stored on our secure servers, and where it is protected by 
our comprehensive, modern, and well-maintained data security infrastructure.

We protect your information by using data security technology that includes, but is not 
limited to such systems as firewalls, encryption, access controls, physical security, physical 
and logical network separation, technology audit tools and appropriately administered and 
monitored internal roles and procedures.

Unfortunately, the transmission of information via the Internet is not completely secure. We 
will take all reasonable steps to ensure that your personal data are kept secure and 
protected in accordance with our legal obligations and standards. If this is not possible, for 
example because we are required by law to disclose data, we will ensure that the sharing of 
such data is lawful.

8 Data Security

The Company needs to comply with the Anti-Money Laundering regulations, therefore hard 
copies and/or in electronic format copies shall be retained as evidence. Also, the measures 
that are taken by the Company in regards to your identity verification, source of income 
and wealth, monitoring of your transactions, telephone/text/e-mail communication, and 
transaction history must be kept so as the Company is able to demonstrate to the regulator 
that it has acted in accordance with the legislation. We will retain your personal data for a 
period of time as we deem necessary for legal and/or business purposes subject to a 
maximum of seven years upon the end of our business relationship. Your personal data will 
be securely deleted and/or destroyed when no longer needed.

9 Data retention

We collect browser and cookie information when you first navigate to our websites. We use 
cookies to give you a better customer experience and for use of access. Certain cookies will 
allow you to leave and re-enter our Websites without re-entering your password. This will 
be monitored by a web server. For more information on the use of cookies and how you can 
control their use, please refer to our Cookies Policy If you register with us or if you continue 
to use the Website, you agree to our use of cookies.

You further agree to use the Website and our services only for lawful purposes.

10 Cookies
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From time to time you may find links to third party websites on the Website. These links are 
provided for your information only and are not recommended by www.vstar.com

We may collect personal Information through social media sites when you interact with us 
on one of our social channels, via our Apps or/and from other sources, such as public 
databases; joint marketing partners; social media platforms; from people with whom you 
are connected on social media platforms, as well as from other third parties. We may send 
you information by SMS, push notification, email, in-app notification or contact you by 
telephone or by any other means to provide you with information about our products, 
services, training and offers we think would be of interest to you. If you receive email 
communications from us about the market or your activity on the platform and don't want 
to in the future, you may opt out by clicking the unsubscribe link situated at the end of 
each email sent to you or by notifying the member of staff that contacted you and we will 
stop sending you this information. If you have any further questions, please do not hesitate 
to contact us by email at support@vstar.com

11 Marketing

The Company reserves the right to change or amend the Privacy policy without further 
notice to you, provided that the changes do not significantly reduce your rights under this 
Policy. If we make material changes to this policy, we will notify you by email or by means of 
a notice on our home page or by changing the version of the document including the date 
of the update which will be visible to the first page of this document.

The latest and prevailing version of this Policy will at all times be available at 
. Any revised Policy will be immediately effective upon posting on our Web Site.

www.vstar.com 

12 Changes to Privacy Policy

You may exercise any of the above rights by contacting the Company’s Data Protection 
Officer as follows:



• By sending an email to: support@vstar.com or

• By post at postal address Suite 602, 6th Floor, Hennessy Tower, Pope Hennessy Street, 
Port Louis, Mauritius

13 Communication with the Company
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